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Summary of

Findings

As a federal court case looms about how far the government can go to
protect children from harmful and objectionable online content, growing
numbers of families are using internet filters to limit teens’ access to
potentially harmful content.

The federal Child Online Protection Act (COPA) was passed in 1998. It required Web
sites containing “material harmful to minors” to use some kind of age verification system
— such as asking for credit card information — to ensure that site visitors were age 18 or
older. The American Civil Liberties Union and other civil rights groups brought suit
against the U.S. Government, arguing that COPA is an unconstitutional infringement on
the free speech and privacy rights of adults.

The case bounced through the court system until last June, when the Supreme Court ruled
that the law’s constitutionality should be weighed in a full trial in the federal district in
Philadelphia and that the ban on enforcement should continue. It is likely that the case
will begin later this year. One of the main issues in the case centers on internet filters —
programs such as Net Nanny and CyberPatrol that people use to block access to certain
Web sites and screen content. How often are such filters used? And how effective are
they in blocking access to material deemed objectionable or harmful to children?

A survey by the Pew Internet & American Life Project in November 2004 finds that the
use of filters has grown significantly in internet-using households with minor teenagers
(aged 12-17).

The survey found that 87% of teenagers in that age bracket use the internet — about 21
million youth between the ages of 12 and 17. Of those teen internet users, 87% (a little
less than 19 million) have internet access at home, while the remainder have access at
such places as schools, community centers, churches, friends’ homes, or cyber cafes.

More than half (54%) of internet-connected families with teens now use filters, compared
to 41% in December 2000. Given the overall growth in the internet-using population of
teenagers, this means that the use of filters in families with teens has grown 65% in four
years, from around 7 million users at the end of 2000, to close to 12 million today.

The filters tend to be used by parents who themselves use the internet most frequently

This Pew Internet & American Life Project report is based on the findings of a survey of 1,100 parents of 12- to 17-year-olds and
1,100 of their children between October 26 and November 28, 2004. For results based on the total sample, one can say with 95%
confidence that the error attributable to sampling and other random effects is +/- 3%. For results based on Internet users (n=971),
online teens the margin is +/ 4%. For results based on teens who do not use the internet (n+129), the margin of error is +/-9%.
Pew Internet & American Life Project, 1615 L Street, NW, Suite 700, Washington, DC 20036
202-419-4500 http://www.pewinternet.org




Summary of Findings

and by parents of middle-school-age teens. Parents who don’t use the internet themselves
but who have online children are significantly less likely than internet users to use filters.

In addition to employing filters, parents are trying other methods to stay
abreast of their children’s online activities.

Many families are heeding the message from safety advocates about placing the family’s
internet-connected computer or computers in public places within the home. And most
parents say they have established rules about their children’s computer use.

B 73% of online teens say their household computer is located in a public place inside the
house.

B 64% of parents of online teenagers say they set rules about their children’s time online.

However, there are still large gaps in perception about how much parent-
child monitoring is taking place: Most teens do not believe their parents
are checking up on them, while most parents say they are.

M 62% of parents report checking up on their child’s surfing habits after he or she has
gone online ...

B .. .but only 33% of teens who use the internet from home say they believe their parents
monitor their online activity.

The impact of filters and parental vigilance remains unclear: Parents and
teens agree that teens are not careful enough online, and both believe
that teens do things online that their parents would not approve of.

There is striking consensus among parents and their teens that the teenage population is
not as careful as it should be online and that teens do things online their parents don’t
know about.

M 81% of parents of online teens say that teens aren’t careful enough when giving out
information about themselves online.

H79% of online teens agree that teens aren’t careful enough when sharing personal
information online.

W 65% of all parents and 64% of all teens say that teens do things online that they
wouldn’t want their parents to know about.

Bad experiences online keep some teens away from the internet.

Some 13% of youth between the ages of 12 and 17 — about 3 million teens — do not use
the internet. Nearly half (47%) of these non-users say they used the internet at one point
or another, but then dropped off. About one in ten of all non-online teens report being
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offline because they had bad experiences, they face parental restrictions, or because they
do not feel safe.

In the end, weighing all the pluses and minuses, parents believe the
internet is a good thing for their children.

Despite concerns about what teens may encounter online, the vast majority of parents
believe that use of the internet is beneficial to their children. 67% of parents of online
teens believe that overall the internet is a good thing for their child, up from 55% in
December 2000 — an increase of 53%. Only 5% of all parents think the internet is a bad
thing for their son or daughter.

Protecting Teens Online: Summary of Findings at a Glance

Growing numbers of families are using internet filters to limit teens’ access to potentially harmful
content.

In addition to employing filters, parents say they are trying other methods to keep abreast of their
children’s online activities.

However, there are still large gaps in perception about how much parent-child monitoring is taking
place: Most teens do not believe their parents are checking up on them, while most parents say
they are.

The impact of filters and parental vigilance remains unclear: Parents and teens agree that teens are
not careful enough online, and both agree that teens do things online that their parents would not
approve of.

Bad experiences keep some teens away from the internet.

In the end, weighing all the pluses and minuses, parents believe the internet is a good thing for their
children.

Source: Lenhart, Amanda. Protecting Teens Online, Washington, DC: Pew Internet & American Life Project,
March 16, 2005.
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The legal battle over protecting youth online

A court challenge to the Child Online Protection Act (COPA) contends
that efforts to protect children from potentially harmful online content
must also respect adults’ rights to privacy and free speech.

Parents, educators, technologists, and policymakers have wrestled with the challenge of
keeping children safe from objectionable online content since the internet became both a
graphic and commercial entity in the early 1990s. The issue is being thrust again into the
policy debate in the wake of the Supreme Court’s ruling last June that a suit challenging
the constitutionality of the Child Online Protection Act (COPA) be assessed in a trial in
the District Court for the Eastern District of Pennsylvania in Philadelphia. The Supreme
Court ruling barred enforcement of COPA pending the results of that trial, which is
expected to begin later this year, although no date has been set.

COPA is the Child Online Protection Act. It
tries to protect children from objectionable
material online.

COPA, first signed into law in 1998, seeks to protect youth from objectionable material
online by criminalizing internet transmission of material that is “harmful to minors.” Web
sites that display such material can defend themselves from criminal charges by the use
of a system to verify that site visitors are 18 years of age or older, such as a valid credit
card number or adult access code.'

The current court case, John Ashcroft v. American Civil Liberties Union et al., stems
from a suit brought against the U.S. Government by the American Civil Liberties Union
(ACLU) and other internet and civil liberties groups. The suit contends that the COPA is
an unconstitutional infringement on the free speech and privacy rights of adults.

The suit does not challenge the idea that the government has a “compelling interest” in
protecting minors from objectionable content. Instead, it challenges the way COPA is
written. The suit contends that the law is overbroad, using terms such as “harmful to
minors,” that are difficult to define and tests, such as “community standards,” that are
impossible to apply to a non-geographic entity like the internet. It argues that the law, as
written, would have the effect of blocking large amounts of online speech that is
protected by the First Amendment, because Web site owners would be forced to self-

! For more information, please visit http:/www.epic.org/free_speech/copa/
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censor in the face of unclear rules — in effect, abiding by the most restrictive
community’s standards.

While the act of blocking protected speech is legally permissible when there is a
compelling state interest, the law requires the use of the “least restrictive means” of
execution. In their suit, the ACLU and other plaintiffs argue that COPA’s credit card age-
verification test is not the least restrictive means to protect children from objectionable
content. Specifically, they say that the law compromises free speech by denying access to
Web content by adults who lack a credit card, placing verification screens in front of
content that may not be harmful to minors, and imposing financial burdens on Web site
owners who will have to implement age-verification technologies. They argue that other
technological means, such as filters, are less restrictive than the remedy the government
imposed through COPA.

The ACLU also argues that the law causes undue breaches of the rights of citizens to
privacy by forcing them to reveal information about themselves to access certain kinds of
content.

In short, the plaintiffs’ argument is that COPA does not use the least restrictive means
possible to achieve its legitimate goals, and that the courts have, in other cases,” identified
other, less restrictive means.

The government maintains that the law as written reflects previously tested constitutional
standards. It contends that age verification does not prevent an adult from accessing
protected speech.

After bouncing through the court system for years, the COPA case was heard by the U.S.
Supreme Court, which returned the case to the lower courts in June 2004. The Supreme
Court ruled that the law did potentially infringe on the free speech and privacy rights of
adults who engage in legal behavior, and that it placed enormous requirements on Web
site owners in the absence of language specific enough to make it enforceable. The Court
then held that a preliminary injunction should stand, continuing to block enforcement of
the law until its constitutionality can be weighed in a full trial in federal court.

As a part of its decision, the Supreme Court suggested that COPA be reconsidered in
light of the current availability and use of technologies for filtering and blocking online
content. The decision seems to suggest that if effective technological methods for
protecting minors from objectionable content exist, then there may not be a compelling
need for a law requiring Web sites owners to adjust their practices.

This report updates a previous survey by the Pew Internet & American Life Project of
teenagers and parents on the topic of filters and at-home online child safety. The survey

2 One example is the Children’s Internet Protection Act (CIPA), which requires libraries and schools to filter
internet access as a condition of receiving certain federal funds. CIPA recently survived its first court
challenge.
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reported here addresses one of the fundamental questions raised by the Supreme Court
decision, namely, what technological and other means are available to and in use by
Americans who seek to protect their children from harmful online content in the home.
This report analyzes data gathered in October-November 2004 from 1,100 American
families about the steps they take to protect their children online and highlights some of
the differences in filter use and monitoring behaviors within and among various
demographic groups.

Protecting Youth on the Internet -3- Pew Internet & American Life Project



How families navigate the potential challenges of
being online

As the Child Online Protection Act is litigated and other potential legislative remedies
aimed at keeping children safe online are considered, the universe of online teens and
families continues to expand. The range of tactics and tools they employ to monitor and
moderate online access to potentially harmful content also continues to grow.

Parents and teens are among the most wired Americans.

Parents and teens go online at greater rates than the average American. As of late 2004,
87% of all American teens aged 12 to 17 go online, which is about 21 million teens. This
is a 24% increase from the 73% (17 million) of teens who reported going online when we
surveyed on this issue in December 2000. We reported our initial finding in Teenage Life
Online.?

Fully 80% of all parents with children under age 18 living at home go online, and 87% of
parents with online teens report going online. Given that about 66% of all American use
the internet, this means that parents and teens are more likely to be internet users than the
general population.

Some teens have had bad experiences online which have soured them on
the internet. Others are barred from internet use by their parents.

Negative experiences online and fears on the part of parents and teens themselves partly
explain why 13% of American teens aren’t online. About one in ten teens not using the
internet reports that safety issues, bad experiences, or parental restrictions keep them
offline. While worries and fears do keep some teens offline, most young people are
offline for other reasons.

Among teens who have never used the internet, worries over safety and parental
restrictions are the fifth and sixth most common reasons why they do not go online.
These follow: 1) “I’m just not interested,” 2) “too busy,” 3) “no access,” and 4) “it’s too
difficult or frustrating.”

A little less than half (47%) of offline teens have been online in the past but have since
stopped. Of these internet dropouts, half report going offline because they have lost

3 http://www.pewinternet.org/pdfs/PIPTeens Report.pdf
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access or lost interest. The third most frequently cited reason is safety. A small number of
teen internet dropouts reports that they feel the internet is not safe, or that they have had a
bad experience online. Falling fifth on the list of reasons they are not online, another
small percentage of teen internet dropouts reports that their parents do not let them go
online anymore.

A sizable number of online teens have been exposed to pornographic content, and
although this may not be keeping teens offline, it is troubling to some. A 2001 study by
the Kaiser Family Foundation® found that among online teens aged 15 to 17, 70% say
they have accidentally come across pornography on the web, with just under half (45%)
saying that they were upset by the experience. A slight majority (57%) of the 15-to 17-
year-olds surveyed believe that exposure to online pornography could have a serious
impact on youth under age 18, while another sizable group (41%) say that such exposure
is “no big deal.”

The basics of online content filtering.

An online content filter blocks some material from being viewed by internet users and
allows other material through. As technology has improved, the variety and ingenuity of
approaches to filtering software has diversified.

Location of the Filter

Although a filter can be applied at many points along the connection between the user
and a Web site or other online content source, the two main filter locations are the “client
side” or the “server side.”

Client-side filters

Client-side filters are thought to be the most individual and often the most flexible filters,
as they are installed on an individual computer, loaded as software that is either
purchased in a store or downloaded from a Web site. This software can take the form of a
web browser specifically designed for children, such as Crayon Crawler or MyWeb,” or
software that works in conjunction with standard web browsers such as Internet Explorer,
Netscape, and Mozilla. Some examples of client-side filters include Net Nanny and
CyberPatrol.

Server-side filters

Server-side filters reside on a server within a larger network, either an institutional
intranet or the internet itself. In a school or business environment, these types of filters

4 Rideout, V. (December 2001) “Generation Rx.com: How Young People Use the Internet for Health
Information,” Menlo Park, CA: The Henry J. Kaiser Family Foundation. http://www kff.org

5 Please note that the Pew Internet & American Life Project does not endorse or recommend any particular

filtering or monitoring product or service; we merely provide the names of some of these products for
purposes of illustration.
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are deployed over intranets with one central access point to the internet. All internet
access for the entire network first travels through a special server on the network that
either blocks requests from the user, or prevents the full delivery or display of a requested
site by blocking selected text or images. These types of filters impose the same basic
level of filtering on all or almost all of their users.

In the home environment, server-side filtering takes two general forms, although both
involve having all internet traffic first travel through a third-party server:

M Internet Service Provider (ISP)-based filtering: Though specific architectures vary, in
ISP-based filtering, activating parental controls or child-protection tools from an ISP
means that the company filters the internet connectivity by applying varying lists of
acceptable or unacceptable sites to an account or user name. These lists restrict
access to particular sites depending on the level of control and blocking selected by a
parent or administrator. Some ISP’s (like AOL) allow for differing levels of filtering
for different user names on one account, and other ISP’s market themselves as
specifically for children and families. In those cases, all internet access for
subscribers is filtered through their servers, regardless of the age of the user using the
computer at any given time. An example of a filtered ISP is Northern Trail Internet
Access.

B Web-based filtering: This filtering option operates relatively independently of all other
factors such as a user’s ISP or computing platform (Apple, PC, Windows XP, etc).
Web-based filters generally run on a subscription model, where families or
organizations pay a monthly fee to have their internet access routed through the
servers of the filtering company. An example of a web-based filter is Surf on the Safe
Side. Like ISP-based filtering, Web-based filter users (individual or institutional),
generally have less control of the filtering choices than with filters located on
individual computers or servers.

Method of filtering

Filters use a number of ways to determine the material it will or will not show. Due to
the variety of implementation and distribution methods and the large number of filtering
products currently available on the market, it is not possible to determine the incidence
level of any particular filtering product or product type.

M Black lists: The black list is a method of filtering that creates a list of Web site URLs
that are specifically blocked. If a user types in or tries to access a specific URL, the
filter will not return the page.

W Keyword lists or image searches: This type of filter actually scans Web sites or Web
addresses for objectionable content, generally text and sometimes images. The
software searches the site for words on a list of objectionable words (generally
having to do with sex, sexual functions, violence, and other potentially objectionable
content) that the filtering company maintains. If it finds a match, the browser refuses
to render a site, or pops-up a warning. More sophisticated keyword filters look for
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words and phrases in certain contexts, allowing the filter to return more accurate
results (e.g., allowing the word “breast” when preceded by “chicken” or followed by
“cancer”). Some text filters are used in conjunction with image filters, which are
tools that automatically search through the Web and Web sites looking for
arrangements of pixels thought to indicate skin or nudity. While the image filtering
technology has been slowly improving from the days when images of sunsets and
pies were regularly blocked,’ it is still difficult for image filters to distinguish images
of sexual acts or other inappropriate material. Keyword or image filtering technology
is often used in conjunction with human assessments of a site to help a software
company create and maintain a black list. The keyword or image filter automatically
checks sites around the internet and then flags sites that may or may not contain
objectionable content for humans to view and then decided whether to include in a
black list or not.

M Internet Content Rating Systems: Some filters work in conjunction with Web site
rating systems. One example is the Internet Content Ratings Association (ICRA),” a
UK-based international nonprofit dedicated to creating a functional, monitored, self-
rating system for online content. They have created the Platform for Internet Content
Selection (PICS), which works by using a form that Web content managers can
voluntarily fill out that then embeds a small snippet of HTML (and soon XML)
within the code of the Web site that tells browsers what kind of content can be found
on the site. ICRA monitors compliance by spidering sites — mechanically checking
their content — at intervals to verify that the site is actually displaying content that is
consistent with its PICS code designation. ICRAplus is a browser that ICRA has
developed that works alone, but is most effective when used along with other
filtering software to help increase the accuracy of filtering. Because there are
millions of unrated sites (the rating system is voluntary), ICRApIus is not effective
without other filtering support.

More recently, the ICRA has begun implementing Digimarc, another voluntary
program that teaches content creators how to permanently embed PICS data flags
into potentially objectionable images, so that once images are loaded on to the web,
browsers using PICS/Digimarc can recognize and avoid adult images regardless of
how widely they proliferate.

B White list: White lists are closed systems where the filtering software establishes
which sites may be visited and blocks access to all others. This method is the most
restrictive method of filtering, and becomes harder to implement as children get older
and need to access an ever-broader array of Web sites for educational purposes.

The use of filters to protect youth online is growing.

Fully 54% of parents of online teens report having a filter installed on their home
computer, up from 41% of parents of online teens in the Pew Internet & American Life

8 Thomburgh, Dick and Lin, Herb. (2002) Youth, Pornography and the Internet, Washington, DC: National

Research Council. http://books.nap.edu/html/youth_internet/index.html
http://www.icra.org

7

Protecting Youth on the Internet -7- Pew Internet & American Life Project


http://books.nap.edu/html/youth_internet/index.html
http://www.icra.org/

Part 2. How families navigate the potential challenges of being online

Project survey in December 2000. Since the Project first asked parents about the use of
content filters in their homes, filter use has grown 65%.

Mothers are more likely than fathers to report filtering software in the home, with 59% of

moms and 49% of dads saying they use filters. Parents who
Demographics of Content use the internet themselves are also much more likely to have
Filter Users filters on the home computer. Thirty-eight percent of parents
54% of parents of online teens report in wired homes who do not themselves go online filter
filters on a home computer internet access in their home, compared to 56% of online
Efg;iﬂtage parents.
group wifilter
Mothers 59% It is important to note that when we talked to a non-using
Fathers 49 parent in an online, two-parent household, the parent we
Family Race/Ethnicity spoke with may simply not be aware of the steps taken by the
White 52* other to secure the family machine. The fact that 30% of non-
Black 64 using parents replied “don’t know” or refused to answer the
Hispanic 61 question regarding filtering in the home suggests that this may
Parent Education be the case.
High School or Less 52*
Some College 56 The frequency of a parent’s use of the internet also has an
College + 56 impact on whether or not a family filters. Parents who go
Parent Age online daily or more often are more likely to report using
Under 40 66 filters (58%) than parents who go online less often (47%).
40+ 50
Child Age The age of the parent as well as the age of the teen also is
12-14 60 associated with home filtering. Younger parents under the age
1517 49 of 40 are much more likely to report filtering their home
Connection Type computer than parents over 40, with 64% of younger parents
Dial-up 59* and 49% of older parents reporting filtering. This may be
Broadband 56 related to the fact that younger parents often have younger
Source: Pew Internet & American Life Project children, and parents of younger children (ages 12-14) are

Teens & Parents Survey, Oct-Nov. 2004. Margin
of error is +4%. *Marks sections in the table

more likely to report filtering at home than parents of older

where the differences between values with in teens. Sixty percent of families with younger teens have filters

that section are not statistically significant

whereas 49% of families with older teens (ages 15-17) report
filtering. The differential in filtering between younger and older parents may also simply
be indicative of a greater technological awareness among parents who themselves had
more internet experience before they became parents.

Unlike in our previous report, where parents of girls were slightly more likely to report
filtering, our current study finds that parents of all teens, regardless of the child’s sex
reported equal levels of online filter use.

Families that have broadband internet connections at home are no more likely to use
filters than those who have dial-up connections. Similarly, a parent’s education level and

Protecting Youth on the Internet -8- Pew Internet & American Life Project
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a family’s household income do not have a statistically significant impact on whether
filtering software is used at home.

It should be noted that other researchers have raised important questions about the
effectiveness of filters. Some investigators have found that filters do not always screen
out objectionable material — they “under-block” content. Others have found that some
filters “over-block™ content and prohibit internet users from accessing sites that do not
contain objectionable content. They prevent teens from viewing innocuous things.

Consumer Reports and the Kaiser Family Foundation, among others, have completed
studies that revealed the under- and over-blocking of filters. In 2001, Consumer Reports
investigators found that most of the filters they tested blocked about 20% of the 86
“easily located” objectionable sites they selected. They also tested the filters against 53
controversial, but legitimate sites (like the Southern Poverty Law Center, which discusses
hate crime prosecution, and sites on both sides of the abortion debate) to see how many
were blocked. While most blocked only a few sites, some filters blocked 20% of these
sites. Notably, the filter that performed the best in blocking objectionable content also
blocked 63% of the controversial sites.”

The Kaiser Family Foundation also did an analysis of filters to see how much online
health information was blocked. The Foundation’s researchers focused on filters
commonly used in schools and libraries, although there is some overlap with products
used in the home. They found that most filters, when set at their least restrictive settings,
only blocked about 1.4% of health information sites and about 87% of all pornographic
sites. At their most restrictive settings, filters blocked about one in four health sites (24%)
and 91% of porn sites.’

While filters have become more flexible and transparent in recent years, customizing a
filter to reflect a family’s or a community’s values can be time-consuming and often
requires more than a modicum of tech savvy.

Parents also use non-tech solutions to protect children.

Technical solutions are not the only method that parents employ to keep their teens safe
while online. Outside of software, parents’ involvement in their teens’ internet use, from
setting rules to checking up on children’s online wanderings, also help to create a safer
home computing environment. Education campaigns aimed at helping parents teach their
children online safety practices are a method of protecting children online that transfers to
every venue—no matter whether a child is in a filtered online environment at home,

8 Consumer Reports, “Digital Chaperones for Teens? Which internet filters protect the best? Which get in the
way?” March 2001, available at
http://www.consumerreports.org/main/content/display_report.jsp? FOLDER%3C%3Efolder id=348251&AS
SORTMENT%3C%3East_id=333153&bmUID=1107975759431

% Rideout, V., Richardson, C. and Resnick, P. “See No Evil: How Internet Filters Affect the Search for Online
Health Information,” Kaiser Family Foundation, Washington, DC, December 2002.

Protecting Youth on the Internet -9- Pew Internet & American Life Project


http://www.consumerreports.org/main/content/display_report.jsp?FOLDER%3C%3Efolder_id=348251&ASSORTMENT%3C%3East_id=333153&bmUID=1107975759431
http://www.consumerreports.org/main/content/display_report.jsp?FOLDER%3C%3Efolder_id=348251&ASSORTMENT%3C%3East_id=333153&bmUID=1107975759431

Part 2. How families navigate the potential challenges of being online

using an unfiltered computer at a friend’s house, or is logging on using a wireless
connection to a laptop or a cellular

phone.
Below is an analysis of the survey | Demographics of Parents & Families
results when we asked parents and teens with Home Internet Use Rules
about the non-technical steps they and | 64% of parents of online teens report rules
their families take to improve online BB IS (OIS (e UEe
safety in their household. gggzﬁ?ﬁ :sf each
Mothers 68%
House rules Fathers 59
Family Race/Ethnicity
Nearly two-thirds (64%) of parents of [ \White 62
online teens report having rules at home | gjack 71
about when or for how long their [ Hispanic 77
children can go online, a negligible [ Parent Education
change from the 61% of parents who [ High School or Less 64*
reported internet rules in our 2000 ["Some College 64
survey. African-American and English- College + 64
speaking Hispanic'® parents report more i e Uee:
frequently that they have rules in their [ parent Internet user 65
homes with 71% and 77% saying that, ["pZrent Non-user 56
respectively, compared to 62% of white  [F55g Age
parents. Parents who are themselves [7571 75
internet users are also more likely to =77 55
report having rules for internet use In  [TSonnection Type
their homes, with 65% of internet-using Diak-up 69
parents reporting rules, versus 56% of Broadband o1
non-using parents. Child's Sex
Parents of Girls 67
Similar to patterns seen in home | pgrents of Boys 61

ﬁlterlng, mothers are more hkely than Source: Pew Internet & American Life Project Teens &
fathers to say that there are household  Parents Survey, Oct-Nov. 2004. Margin of error is +4%.

. . *Marks sections in the table where the differences between
rules for internet use. Neaﬂy Seven' n values with in that section are not statistically significant.
ten moms say they have rules governing

how their children can use the internet, as opposed to 59% of dads.

A family’s socioeconomic status does not appear to impact whether or not they have
rules about internet use at home. However, whether or not a family has broadband
internet access at home does have an impact on whether they have rules governing net
use. Families with dial-up access are more likely (69%) to report house rules for internet
access, and families with high-speed internet access (like cable modems, DSL, or satellite
access) are less likely to do so, with 61% of broadband families reporting rules.

12 Note: this survey was conducted in English, so any potential respondents to this survey not fluent enough in
English to complete the survey are not included in this study.

Protecting Youth on the Internet -10- Pew Internet & American Life Project



Part 2. How families navigate the potential challenges of being online

Rules also vary by the age of the child in question. Unsurprisingly, parents of younger
children are much more likely to say they have household rules governing internet use.
While almost 80% of parents of 12-year-olds said that they had rules for internet use,
only 45% of parents of 17-year-olds reported the same. The largest drop occurs between
the ages of 15 and 16. For 15-year-olds, 68% of parents have rules, while only 52% of
parents of 16-year-olds report house internet rules. Amongst parents of older teens (aged
15-17), parents of older boys are less likely than parents of older girls to report rules
regulating internet access.

A teen’s frequency of internet use appears to have an inverse relationship (though not a
causal one) with the likelihood of a parent reporting internet rules. Teens who go online a
few days a week or less are the most likely to have rules governing their use, with 85% of
these teens reporting restrictions, compared to 61% of youth who go online more
frequently. These findings suggest that it may be the parental restrictions themselves that
keep some teens from accessing the internet with any frequency.

Household internet rules may also be shifting the places from which teens access the
internet. Teens whose parents are the most likely to report household internet rules are
themselves the most likely to say that they go online most often from school. Teens
without rules are the most likely to report that they go online most often from home. It
may be that the rules reflect other household factors that might shift use to other locations
— such as a slower dialup connection, or a resource that is shared among a greater
number of users, necessitating rules governing use to prevent conflict and allow fair
access among household members to both the opportunities for learning and for fun that
the internet has to offer.

Software companies have been paying attention to parental habits and have released
time-limiting programs that allow parents to use technical means to enforce rules. These
time-limiting programs can be set to shut off internet access at certain times of day (when
parents are not home, or after a certain time of night) or to limit family members to
certain amounts of time online. These programs are often found in bundles of monitoring
and filtering software aimed at parents and families.

Checking up

Some 62% of parents of online teens say they have checked up on where a child has gone
online."" In contrast, 33% of teens who go online from home say that they believe their
parents check up on the sites they have visited after they have gone online. Both the
incidence of parents reporting this monitoring behavior and the gap between parent and
teen report of these behaviors are basically unchanged from when this question was first
asked in our 2000 survey.

" The question was phrased “After your [age]-year-old [boy/girl] has been on the internet, do you ever check to
see what Web sites [he/she] went to, or don’t you ever do that?”
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African-American parents and English-speaking Hispanic parents are more likely to
report checking up on where their children go online. Close to three-quarters of African-
American and Hispanic parents say they check their computers to see what sites their
children have visited, as opposed to less than 60% of white parents.

Demographics of Parents and
Families Who Check Up on Their
Teens Online Activities

62% of parents of online teens report
checking up on their child’s internet use

Percentage of
each group who

check-up
Parent is Internet user 66%
Parent is Non-user 31
Family Race/Ethnicity
White 59
Black 73
Hispanic 76
Parent Education
High School or Less 57
Some College 61
College + 67
Parent Age
Under 40 67*
40+ 60
Child Age
12-14 70
15-17 55
Connection Type
Dial-up 64*
Broadband 69
Child’s Sex
Parents of Girls 55
Parents of Boys 68

Source: Pew Internet & American Life Project Teens &
Parents Survey, Oct-Nov. 2004. Margin of error is +4%
*Marks sections in the table where the differences
between values with in that section are not statistically
significant.

Non-internet using parents are less likely to report
checking up on their children online, though 31% of non-
internet using parents still report that they look to see
where their children have been online.'> A parent’s
frequency of internet use also impacts their monitoring
behavior — parents who go online daily themselves are
more likely to check and see where their children have
been online, though all parents are statistically less likely
to check up on children who go online everyday or
several times a week.

Parents of boys are also much more likely to say they
follow up on their son’s surfing activities than parents of
girls. Sixty-eight percent of parents of boys compared to
55% of parents of girls say they have checked to see
what Web sites their child has visited. Parents of younger
children are also more likely to say they follow up on
their child than parents of older children — 70% of
parents of teens aged 12-14 say they have followed up on
their child, compared to 55% of parents of teens aged 15-
17.

College-educated parents and parents reporting
household incomes greater than $50,000 are also
statistically more likely to say they check up on their
child’s online surfing habits.

We asked teens whether they thought their parents were
checking up on their surfing habits. Similar to our
previous findings, only a third of all online teens
believed that their parents are actually checking up on
their internet use.

Children with more highly-educated parents are less
likely to say that they believe their parents were checking

up on them after they went online at home and are more likely to indicate that they are
not sure whether or not they were doing so. Twenty-seven percent of teens with parents
who have a college education or more said they believe that their parents were checking

12 This finding calls into question whether or not these parents are true non-users.

Protecting Youth on the Internet
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up on them, and 11% said they did not know or refused to answer the question. Of
children of high school graduates, 39% reported that they believe their parents followed
up on their internet use, and 5% said they did not know

Boys are also more likely to agree with their parents about the issue of being monitored.
Close to two in five of boys who go online say their parents are checking their internet
use, compared to a little more than a quarter of online girls. Also in line with actual
parental practice, more younger teens (40%) believe that their parents are checking up on
their surfing habits than older teens (27%). Similarly, teens with parents under the age of
40 are more likely to believe that their use was being monitored.

For parents who prefer to automate their checking up on their children’s surfing habits,
monitoring software is a tool that can be installed on a home computer that captures
information (secretly or not) about how a computer is used. Software-based monitoring
generally records what types of programs were activated, what images were viewed,
messages sent and keystrokes typed. While this software gives parents large amounts of
information about exactly how a computer is used, and is promoted by its creators as a
deterrent when used with a teen’s knowledge, the National Research Council, in its
seminal report Youth, Pornography and the Internet'® noted that such software is also
highly invasive of a teen’s privacy (as well as the privacy of anyone else who uses the
computer). Additionally, the software is only as good as the way in which parents,
teachers, and administrators use it, since it provides no way to assess whether recorded
viewing of objectionable material was accidental or deliberate.

Computer location

Some child advocates have advised families to put their internet-connected computer in a
public place in the home. A public computer location can help parents and other family
members better monitor their teens’ internet use, and it seems that parents are continuing
to heed such advice. Fully 73% of teens who go online from home report that the
computer they use at home is in an open family area of their home, a similar finding to
our 2000 survey.

Teens in English-speaking Hispanic families are the most likely to report that their
computers are in private areas in their homes. Forty-two percent of Hispanic teens report
that the internet-connected computer in their home is in a private space like a bedroom,
compared with 17% of African-American families and 24% of white families.

In families where at least one parent is not an internet user, the computer is more likely to
be in a private space like a child’s bedroom—40% of teens with a parent who does not go
online told us that the internet-connected computer in their home is in a private space,
compared with one quarter of teens with online parents. However, households where a

'3 Thornburgh, Dick and Lin, Herb. (2002) Youth, Pornography and the Internet, Washington, DC: National
Research Council. http://books.nap.edu/html/youth_internet/index.html
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parent reports wireless internet use are also more likely to have teens who report that a
family computer is located in a private space in the home.

Location in the home does not seem to vary by the age or sex of the child. Much of this

most likely relates to the fact that nine in
ten teens who go online from home report
sharing the computer with parents,
brothers, sisters or other family members.
This reflects a slight drop from December
2000, when 94% of teens shared a
computer at home. Since most families
share their internet connected computers,
the family machine is being used by a
wide variety of people of many ages in
the household. Families where a parent
reports relatively modest
online (5 years or less of internet use) are
more likely to report that the internet is a
shared resource than families where the
parent has been online for six years or

experience

more.

Households with dial-up access are
slightly more likely to report computer
sharing, with 93% of dial up households
sharing compared to 87% of families with
broadband. Teens who go online several
times a week or less frequently are also
slightly more likely to report sharing an
All teens
who have internet access at home, but go

internet-connected computer.

online most frequently from someplace
else, report sharing the home computer
with parents and siblings. The computer
as a shared family resource does not vary
across household socio-economic status,
age of child or children in the home, or
parent’s internet use status.

Demographics of Parents and
Families Who Keep Their
Connected Computer in a Public
Place in the Home

73% of teens report that the family computer is
in a public space in the home

Percentage of each
group w/ a publicly-

placed home

computer
Parent Internet user 75%
Parent Non-user 60
Family Race/Ethnicity
White 75
Black 83
Hispanic 58
Parent Education
High School or Less 73*
Some College 75
College + 73
Household Income
Less Than $30,000 63
$30,000-$49,999 77
$50,000-$74,999 72
$75,000 or more 73
Child Age
12-14 74
15-17 73
Connection Type
Dial-up 7r*
Broadband 73

Source: Pew Internet & American Life Project Teens &
Parents Survey, Oct-Nov. 2004. Margin of error is
+4%.*Marks sections where the differences between the
values within the section are not statistically significant.

Protecting Youth on the Internet

Everyone — parents and teens — still worries that teenagers are not
careful enough when they use the internet.

Another common piece of advice given to parents by knowledgeable law enforcement
and cyber-security experts is to teach children, particularly younger ones, not to give out
personal information about themselves or their families over the internet. These
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restrictions can protect teens from physical contact by strangers, keep the family from
being barraged with unwanted communications, like email spam, and reduce the risk of
identity theft. It is striking to note, then, that both parents and teens believe that teens
aren’t as careful as they should be about giving out personal information online.

Fully 81% of parents of online teens (and 82% of all parents) agree that teens aren’t
careful enough about the information they give out about themselves online. Teens are in
close agreement with parents, with 79% of online teens reporting that teens are not
careful enough about giving out their personal information online. Parents of younger
boys and older girls are the most apt to say this.

Teens and parents also agree that “most teens do things online that they
wouldn’t want their parents to know about.”

Sixty-two percent of parents of online teens and 62% of online teens say that they believe
most teens do things online that they’d rather their parents not see. African-American
parents, and parents from families with household incomes below $50,000 and lower
levels of education are more likely to believe that their children are doing things online
that they would not want them to know about. Single parents also register higher levels of
concern than parents in two-parent families. Younger parents and children of younger
parents are also more likely to say that they agree that teens are doing things online that
they’d rather their parents not know about. Parents who have been online for fewer than 4
years are also more likely to believe that teens are doing things online that their parents
don’t know about.

It should be remembered, however, that not all the things teens may be seeking online
maybe objectionable to parents or to society at large. One teen may be searching for
pornographic images and another may be searching for information on sexually
transmitted diseases or mental health information. While there certainly is plenty of
online bad behavior by teenagers, not every internet search or online action that young
person may wish to keep private from their parents or others is necessarily inappropriate
or particularly objectionable.

Still, for parents with significant concerns, software developers have again produced a
group of products to help parents mitigate this worry about release of information or
secretive activity. Parents can now purchase and install software that blocks the release of
certain parent-programmed phrases, like a child’s full name, home address, social
security numbers and the like. As with time-limiting programs, this software often comes
packaged with monitoring or filtering products. Parents concerned about the nature of
private or secret online activities of their children may also avail themselves of the
computer and internet-use monitoring packages mentioned in the “checking up” section.
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Parents’ overall judgment about the internet is still positive.

Even with the worries that parents and teens express about what they might find online,
parents still believe that internet access is beneficial for their children. Sixty-seven
percent of parents of online teens believe that the internet is overall a good thing for their
child, up from 55% of parents in 2000. Only 5% of parents paint the internet as a bad
thing in their child’s life and about a quarter believe it doesn’t make a difference one way

or the other.
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The Parents & Teens 2004 Survey sponsored by the Pew Internet and American Life
Project obtained telephone interviews with a nationally representative sample of 1,100
teens 12 to 17 years-old and their parents living in continental United States telephone
households. The interviews were conducted in English by Princeton Data Source, LLC
from October 26 to November 28, 2004. Statistical results are weighted to correct known
demographic discrepancies. The margin of sampling error for the complete set of
weighted data is £3.3%. The margin of error for sub-samples based on Internet users or
Parents of internet users is +4%. The margin of error for sub-samples based on non-users
is £9%.

Details on the design, execution and analysis of the survey are discussed below.

Design and Data Collection Procedures

Sample Design

The sample was designed to represent all teens ages 12 to 17 in continental U.S.
telephone households. The sample is also representative of parents living with their
teenage children.

The telephone sample was pulled from previous PIAL projects fielded in 2004 and 2003.
Households with a child age 18 or younger were called back and screened to find 12 to
17 year-olds. The original telephone samples were provided by Survey Sampling
International, LLC (SSI) according to PSRAI specifications. These samples were drawn
using standard list-assisted random digit dialing (RDD) methodology.

Contact Procedures

Interviews were conducted from October 26 to November 28, 2004. As many as 10
attempts were made to contact every sampled telephone number. Sample was released for
interviewing in replicates, which are representative subsamples of the larger sample.
Using replicates to control the release of sample ensures that complete call procedures are
followed for the entire sample.

Calls were staggered over times of day and days of the week to maximize the chance of
making contact with potential respondents. Each household received at least one daytime
call in an attempt to find someone at home. In each contacted household, interviewers
first determined if a child aged 12 to 17 lived in the household. Households with no
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children of the proper age were deemed ineligible and screened out. In eligible
households, interviewers first conducted a short interview with a parent or guardian. Then
interviews were conducted with the target child."* The final response rate was 49.1%.

Weighting and analysis

Weighting is generally used in survey analysis to compensate for patterns of non-
response that might bias results. The interviewed sample was weighted to match national
parameters for both parent and child demographics. The parent demographics used for
weighting were: sex; age; education; race; Hispanic origin; marital status and region
(U.S. Census definitions). The child demographics used for weighting were gender and
age. These parameters came from a special analysis of the Census Bureau’s 2003 Annual
Social and Economic Supplement (ASEC) that included all households in the continental
United States that had a telephone.

Weighting was accomplished using Sample Balancing, a special iterative sample
weighting program that simultaneously balances the distributions of all variables using a
statistical technique called the Deming Algorithm. Weights were trimmed to prevent
individual interviews from having too much influence on the final results. The use of
these weights in statistical analysis ensures that the demographic characteristics of the
sample closely approximate the demographic characteristics of the national population.
Table 1 compares weighted and unweighted sample distributions to population
parameters.

' In households with more than one 12 to 17 year-old interviewers asked parents about, and conducted
interviews with, a child selected at random.
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Table 1: Sample Demographics

Parameter Unweighted Weighted

Census Region

Northeast 18.6 16.9 18.8

Midwest 22.6 27.0 23.7

South 35.7 36.5 36.7

West 23.1 19.6 20.8
Parent's Sex

Male 442 41.4 43.4

Female 55.8 58.6 56.6
Parent's Age

LT 35 10.2 8.7 10.1

35-39 20.7 15.7 18.8

40-44 294 29.1 30.3

45-49 23.7 26.2 24.1

50-54 11.2 125 11.8

55+ 47 7.9 4.8
Parent's Education

Less than HS

grad. 134 4.4 9.4

HS grad. 355 30.0 36.2

Some college 23.3 271 24.6

College grad. 27.7 38.5 29.8
Parent's Race/Ethnicity

White, not

Hispanic 67.5 82.3 71.6

Black, not

Hispanic 11.3 8.7 114

Hispanic 15.3 51 111

Other race, not

Hispanic 5.8 3.9 5.9
Parent's Marital Status

Married 83.3 80.0 82.5

Not married 16.7 20.0 17.5
Kid's Sex

Male 50.7 50.0 51.7

Female 49.3 50.0 48.3
Kid's Age

12 16.7 17.1 16.9

13 16.7 14.9 159

14 16.7 16.5 16.0

15 16.7 17.8 16.9

16 16.7 17.3 17.2

17 16.7 16.4 17.1
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Effects of Sample Design on Statistical Inference

Post-data collection statistical adjustments require analysis procedures that reflect
departures from simple random sampling. PSRAI calculates the effects of these design
features so that an appropriate adjustment can be incorporated into tests of statistical
significance when using these data. The so-called "design effect" or deff represents the
loss in statistical efficiency that results from systematic non-response. The total sample
design effect for this survey is 1.26.

PSRALI calculates the composite design effect for a sample of size n, with each case
having a weight, w; as:

In a wide range of situations, the adjusted standard error of a statistic should be
calculated by multiplying the usual formula by the square root of the design effect
(Vdeff ).Thus, the formula for computing the 95% confidence interval around a
percentage is:

f)i(\/de_ffxl.% pA=P) p)j

n

where P is the sample estimate and n is the unweighted number of sample cases in the

group being considered.
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The survey’s margin of error is the largest 95% confidence interval for any estimated
proportion based on the total sample— the one around 50%. For example, the margin of
error for the entire sample is +3.3%. This means that in 95 out every 100 samples drawn
using the same methodology, estimated proportions based on the entire sample will be no
more than 3.3 percentage points away from their true values in the population. It is
important to remember that sampling fluctuations are only one possible source of error in
a survey estimate. Other sources, such as respondent selection bias, questionnaire
wording and reporting inaccuracy, may contribute additional error of greater or lesser
magnitude.
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